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PREDICTION
“There is no reason anyone would want  
a computer in their home.” Ken Olson,  
president, chairman, and founder of  
Digital Equipment Corp, 1977.3 

WHAT REALLY HAPPENED
Computers are ubiquitous household 
items today. By 2015, 86.8 percent of all  
households in the United States had a  
computer in the home.4

PREDICTION
(a year before EDPAA’s founding) 
“In a few years, men will be able to 
communicate more effectively through  
a machine than face to face.” Robert 
Taylor and Joseph Carl Robnett Licklider1 

WHAT REALLY HAPPENED
In 1969, just days after the EDPAA was  
incorporated, the US Department of Defense 
ARPANET was launched as the 
communications network, becoming the  
predecessor of today’s Internet.2

PREDICTION
Many chapter members will leave the 
Association if the name is changed from 
the Electronic Data Processing Auditors 
Association (EDPAA) to ISACA.5

WHAT REALLY HAPPENED
ISACA’s name change did not harm 
its membership, which continued to 
increase in each of the following years. 
There are now more than 140,000  
ISACA members in 188 countries.

PREDICTION
The Privacy Act of 1974, Foreign Corrupt Practices Act of 
1977 and the pending Federal Computer Security Protection 
Act are stepping-stones to more comprehensive legislation.6

WHAT REALLY HAPPENED
Several landmark privacy laws and regulations have been 
enacted around the world since then, including the EU 
General Data Protection Regulation (GDPR) in 2018.

PREDICTION
 

intelligence, by computers grown large or very  
small, like a pocket encyclopedia.7 

WHAT REALLY HAPPENED
Today, many people use AI-powered technology  
such as AI assistants like Siri and Alexa, or chatbots in 
customer service scenarios—and often from their  
cellphone. The algorithms behind AI systems also are used 
to help make predictions and provide feedback, which can 
be used to shape decision-making both at home and in  
the workplace. 

PREDICTION
Once the year 2000 (Y2K) hits, there will  
be major disruptions to computer networks 

 
transportation and more.8    

WHAT REALLY HAPPENED
Due to investments in computer repairs and  
upgrades, as well as advance education by  
organizations like ISACA, the clock turned to  
1 January 2000 without major problems.

PREDICTION
CIOs will automate  
everything, everywhere.9

 

WHAT REALLY HAPPENED
The impact of AI is unquestionable, and this prediction was 
spot on. Today, automation is becoming a part of life and 
being integrated more and more into the workplace; in 60  
percent of jobs, one-third of activities could be automated.
However, only 5 percent of current occupations can  
be entirely automated, according to a November 2017 
McKinsey report.

PREDICTION
 

business model around the world, and  
will continue to escalate.10

 

WHAT REALLY HAPPENED
Ransomware attacks are actually down 
from last year, according to ISACA’s  
2018 State of Cybersecurity report. This 
could be due to increased preparedness  
by potential victims.

1 Science and Technology, “The Computer as a Communication Device,” https://www.britannica.com/topic/ARPANET 

2 https://www.britannica.com/topic/ARPANET 

3 Fast Company, “Timeline of Failed Predictions (Part 1),” https://www.fastcompany.com/1706712/timeline-failed-predictions-part-1 

4 Statista, “Percentage of households in the United States with a computer at home from 1984 to 2015,” 

https://www.statista.com/statistics/214641/household-adoption-rate-of-computer-in-the-us-since-1997/  

5 Response from the June 1982 Report of the Committee Regarding a Possible Change of Name from the EDP Auditors Association

6 1983 EDP Audit Journal article, “Audit Career Paths,” Frederick Gallegos

7 1983 EDP Journal article “What EDP Auditors Will See in the Future,” Steven J. Ross

8 Time, “Top 10 Failed Predictions,” http://content.time.com/time/specials/packages/article/0,28804,2097462_2097456_2097487,00.html   

9 ISACA Now blog post, “Six predictions for CIOs,” http://www.isaca.org/Knowledge-Center/Blog/Lists/Posts/Post.aspx?ID=99

10 ISACA Now blog post, “2018 Predictions for Cyber Security,” https://www.isaca.org/Knowledge-Center/Blog/Lists/Posts/Post.aspx?ID=912

TECH PREDICTIONS THROUGH THE YEARS
Getting it Right and Wrong

1977

1968

1982

1983

1999

2010

2017

Over the past 50 years, ISACA and the industry overall have had innovative ideas about where technology and the 
profession were going in the future—some that came true, and some that didn’t. We look through media coverage 

and ISACA publications from over the decades to explore these predictions and where we are now.

www.isaca50.org 
#ISACA50
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Welcome
Welcome to ISACA London’s Conference, celebrating 50 years of ISACA: 

Honouring our Past, Innovating our Future

Dear Conference Delegate,

On behalf of the ISACA-London Chapter Leadership Team, I thank you for joining us at our very 
first all-day event followed by our members-only-AGM. 

Following a brief history of ISACA and a stirring keynote speech, the conference concentrates 
on 3 themes: Emerging Technologies/Disruptors; Services and Best Practices; The changing 
Workplace which includes a panel discussion on gender balancing.

Whilst not billed overtly as a SheLeadsTech conference, you will note a preponderance of female 
speakers demonstrating the growing professional involvement and Leadership of Women in IT, 
CyberSecurity and related areas.

You will note we also have ISACA Awards, an ISACA 50th Cake cutting ceremony, Networking 
breakfast, lunch, breaks and (after the AGM) a final evening drinks reception.

Our conference would not be possible without the dedication and willingness of our speakers to 
give some of their time and expertise and we would like to thank them for coming along to speak 
today. We are delighted to have such a strong panel of speakers from a diverse range of areas, 
both operationally and geographically. We are sure you will be impressed by what they have to 
say. We would also like to thank the members of the ISACA London Chapter Leadership team, a 
group of committed volunteers happy to give their free time to make this day possible.

We would also like to take this opportunity to thank our conference sponsors and supporting 
organisations for their continued and much valued support. We would invite you to make the 
most of the presentations, literature and staff who will be available at the stands during the 
breaks. 

Thank you for taking time out of your busy schedules to come along and support us - we hope 
you find it worthwhile and we would encourage you to become an active part of the sessions. 
Your feedback is very important to us and we would encourage you to please complete the 
feedback forms .If you have any particular queries or comments, please either speak to one of 
the London Chapter Leaders here today or email admin@isaca-london.org and head your email 
“2019 ISACA London Conference”.

ISACA members will have up to 7 hours CPE recorded depending upon your duration of stay. 

Also note that, as pointed out during your on-line registration, the event and some personal 
interviews will be recorded during which you may be visible in the background. 

Ken Spence      
ISACA London Chapter President   
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Time CONFERENCE AGENDA
08.15 – 09.00 Registration & Breakfast

09.00 – 09.15 Introduction & Welcome by Ken Spence – Introduction & 50 Years of ISACA

09.15 – 10.00 Key Note Speech by Baroness Neville-Jones - The opportunities and 
challenges of AI

10.00 – 10.30 Awards Ceremony & Cake Cutting Ceremony

10.30 – 12.15 Theme 1 – Emerging Technology/ Disrupters and Enablers- Challenges and 
Products for the future

10.30 – 11.00 Session 1 - Cyber Security today and Cognitive Security solutions – Juliet Grout

11.00 – 11.15 BREAK

11.15 – 11.45 Session 2 - Emerging Technologies – Charlotte Ball and Denise Castenada

11.45 – 12.15 Session 3 – #10yearchallenge#Payment Security#NextGen  
Priyanka Bhattacharya

12.15 – 13.15 LUNCH

13.15 – 14.15 Theme 2 - Services and Best Practices for the future

13.15 – 13.45 Session 4 – Rethinking Security for the hyper-connected world

13.45 – 14.15 Session 5 – Privacy – what now? – Marta Dunphy-Moriel

14.15 – 16.00 Theme 3 - The changing workplace

14.15 – 14.45 Session 6 - The Turning of the Screw- a personal view of the evolution of the 
information security profession – Wendy Goucher

14.45 – 15.00 BREAK

15.00 – 15.30 Session 7 - Data Classification and Data Road Maps: Where Are You with Data 
Requirements? – Rosemary M. Amato

15.30 – 16.00 Session 8 - ISACA’s membership of the Digital Policy Alliance – seeking solutions 
to niche policy problems – Carolyn Kimber

16.00 – 16.30 Session 9 - Panel - SheLeadsTech

16.30 – 17.00 Closing Remarks & Prize Draws

17.00 – 17.05 BREAK

17.05 – 17.35 AGM

17.35 DRINKS RECEPTION

ISACA Conference 2019

May 23rd 
www.isaca.org.uk
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I S A C A’ S  G LO B A L  I M PA C T

220+
chapters worldwide

2

140,000+
members in 188 countries in 2019

97 student groups

G LO BAL P R E SE NCE: CE RT I F I CAT I O NS:

Members  
reached

25,000
in 2003

50,000
in 2005

100,000
in 2013

146,000+  
CISA Professionals

43,000+  
CISM Professionals

25,000+  
CRISC Professionals

8,000+  
CGEIT Professionals

maintain a retention rate of 94–96%.

VO LUNT E E R I S M:

ISACA members  
and engaged  
professionals serve 
in volunteer  
positions around  
the world:

24% 
EUROPE/ 
AFRICA

44% 
NORTH  

AMERICA

95% 
of global volunteers say that they would 

volunteering with 
ISACA again.

100% 
of volunteers at ISACA conferences say 
that they would consider volunteering at 

a future ISACA event. 

21% 
ASIA 

PACIFIC

5% 
LATIN 

AMERICA

6% 
OCEANIA

KNO WL E D G E AND T R AI NI NG R E SO UR CE S: I MPACT O N SAL AR I E S:

2.7 million 
number of COBIT downloads  
since inception. COBIT 4.1 

is the top downloaded resource.

CISA

CRISC

CISM

CGEIT

US $107,968

US $105,926

US $117,544

2nd and 3rd most downloaded 
ISACA resources: CISA  
application form and Risk  
IT Framework

788,000 
Number of participants in  

ISACA webinars since 2017

33,000 
Number of attendees of 

 ISACA conferences since 2009

based on the 2018 IT Skills and Salary Report 
conducted by Global Knowledge, with  
average salaries in North America of:

US $97,117

© 2019 ISACA. All rights reserved.

AD VO CACY: Since launching the Public Policy and Advocacy function in 
2016, ISACA has:

270+  
Attended more than 270 meetings 

with executive and legislative policy 
makers and leaders, including  

multiple events focused on GDPR 
and cybersecurity

34 
Coordinated 34  

responses by ISACA 
SMEs to consultations 
from Australia, the EU,  

the UK, and the US

56  
Tracked 56  

legislative measures 
across the EU, UK, 
US and Australia



PLATINUM SPONSOR
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THOUGHT LEADERSHIP CORNER 

This comprehensive examination of internal threats 
facing organizations of all kinds has actionable, data-
driven insights for CISOs and business leaders alike. 
Learn how rogue partners, careless contractors and 
negligent (or malicious) employees can seriously 
disrupt your organization—with significant financial 
and legal ramifications. 

Verizon’s new Insider Threat Report (complimentary 
for all) draws on lessons learned from hundreds 
of data breach investigations by Verizon’s world-
renowned digital forensics team. It also features new 
data and insight from industry groups and partners, as 
well as the 2018 Verizon Data Breach Investigations 
Report (DBIR). The Insider Threat Report: 

• Situates insider threats within the context of 
overall cyber threats, illustrating the risks to your 
organization’s vital assets. 

• Identifies varied internal threat actors, outlining 
their motivations and methods to help you defend 
against them.

• Takes a deep dive into the risks and potential 
abuses associated with privileged access.

• Includes case studies from the recent Verizon 
Data Breach Digest to show how insider threats 
unfold. 

• Offers practical advice on implementing policies 
and controls to mitigate insider threats. 

In outlining measures for an Insider Threat Program, 
we start with two perspectives: knowing your assets, 
and knowing your people (including their access 
to assets). This knowledge then informs 11 distinct 
approaches to reducing insider threat risks and 
improving response capabilities. 

Verizon’s Insider Threat Report has insights for 
everyone from IT professionals to security executives 
to non-IT business leaders who may not completely 
grasp potentially devastating threats from within the 
organization.

Full Speed Ahead: Fewer Speed Bumps 
for Internal Bad Actors
The breach timeline metrics in our DBIRs paint 
a dismaying picture. External attackers can 

compromise systems in hours or even minutes, 
while it can take months or more for organizations 
to detect intrusions. Since insiders have fewer 
barriers to overcome and compromises don’t require 
circumventing controls, the time-to-compromise and 
time-to-exfiltrate metrics for insider threat actions 
are grim. 

The time from an unsanctioned action (such 
unauthorized access to a database or email transfer 
of sensitive data) to discovery represents a vast area 
for improvement. Most breaches that begin with an 
abuse of access are only found months or years later. 

Click! That’s the sound of a mobile phone taking 
photos coming from a coworker’s cubicle. Maybe 
they’re just taking selfies. But the sound is repeating, 
so you overcome social inhibitions and check on 
what’s happening. Your coworker is taking pictures 
of their computer screen—which is showing 
customer financial data. You inform your manager, 
who confronts your coworker immediately. They 
claim they were indeed taking harmless selfies. 
Should management take their phone? What if it’s 
a corporate device? The Insider Threat Report takes 
you through best practices for responding to this 
scenario—and others that occur more often than 
many think.

No Industry is Immune—Especially the 
Sensitive Ones
When we examine the combination of sensitive 
internal data (Internal), intellectual property (Secrets), 
and classified information for the previous five 
DBIRs (2014-2018) we see vast diversity in industry 
representation.

When we focus on data varieties that aren’t as 
monetizable as payment card or banking information, 
industries such as Manufacturing, Mining, and 
Professional Services become more prominent. 

Industries have varied threat landscapes, with some 
more susceptible to insider threats than others. Much 
of this is driven by actor motives and data types 
insiders can access. Threat modeling should reflect 
where data resides or is processed within a specific 
organization, and how its employees and partners 
could potentially misuse it.

Insider Threat Report – Extract from the 
Executive Summary
The Verizon Data Breach Investigations Report team now brings you The Insider Threat Report. 

PLATINUM SPONSOR
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Who are the Threat Actors?
Perhaps you’ll recognize one or more of these insider 
threat actors. Most organizations have them: 

1. the Careless Worker (misusing assets). Employees 
or partners who misappropriate resources, break 
acceptable use policies, mishandle data, install 
unauthorized applications and use unapproved 
workarounds; their actions are inappropriate as 
opposed to malicious, many of which fall within the 
world of Shadow IT (i.e., outside of IT knowledge 
and management). 

2.  the Inside Agent (stealing information on behalf of 
outsiders). Insiders recruited, solicited or bribed by 
external parties to exfiltrate data. 

3.  the Disgruntled Employee (destroying property). 
Insiders who seek to harm their organization via 
destruction of data or disruption of business 
activity. 

4.  the Malicious Insider (stealing information for 
personal gain.) Actors with access to corporate 
assets who use existing privileges to access 
information for personal gain. 

5.  the Feckless Third Party (compromising security). 
Business partners who compromise security 
through negligence, misuse, or malicious access 
to or use of an asset. The Insider Threat Report 
shows business line managers and HR leaders 
how to develop early-warning systems to address 
potential insider threats before they result in 
catastrophic breaches. Who are the Threat 
Actors? 

Potential Indicators of Insider Threat 
Activity
While investigating various cybersecurity incidents 
over the years, we’ve seen various indicators of 
potential insider threat activity. Some of these 
include:
•  Attempts or successful access to systems and 

data without a valid “need-to-know.”
•  Requesting access to information outside of 

normal job duties.
•  Unusual or erratic behavior.
•  Highly disgruntled attitude.
•  Working odd or late hours without reason.
•  Apparent, unexplained affluence or excessive 

indebtedness.
•  Efforts to conceal foreign contacts, travel, 

interests, or suspicious activity.

•  Unreported offers of financial assistance, gifts or 
favors by a foreign national.

•  Exploitable behavior, such as criminal activity, 
sexual misconduct, excessive gambling, alcohol or 
drug abuse, or problems at work. 

We denote these as possible indicators, because 
taken individually or even in twos and threes, they 
don’t necessarily imply an insider in conducting 
malicious activity. But taken as a whole they may 
be concerning, and attention should be paid.

The Good News: You Aren’t Powerless
From preparation to mitigation, detection to 
response, The Insider Threat Report provides 
extensive guidance on addressing risks from within. 
These include

Preparation and Mitigation
•  Control and restrict access to trade secrets, 

customer data and other proprietary information 
on a need to know basis.

•  Increase monitoring and logging of sensitive areas, 
systems and data.

•  Monitor behavior including use of external 
storage devices and cameras and smartphones in 
sensitive areas.

•  Disable access for activities deemed inappropriate, 
malicious or otherwise posing organizational risk.

Detection and Response
•  Monitor suspicious network traffic such as 

unusual off-hours activity, volumes of outbound 
activity, and remote connections

•  Keep baseline system images and trusted 
process lists; compare these standards with 
compromised systems

•  Temporarily block outbound internet traffic, 
change user account passwords, and search for 
indicators of compromise

•  Disable compromised user accounts, remove 
malicious files and rebuild affected systems

The Insider Threat Report offers many more 
countermeasures you and your teams can take 
to reduce potential risks—and avoid becoming yet 
another cybercrime headline.
Download the full report at: https://enterprise.
verizon.com/resources/reports/2019/insider-
threat-report.pdf
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As we look back over the last 50 years it is worth 
noting how useful a barometer those years will be in 
helping us look forward to the next 50, immersed as 
we are in the perfect storm of Information Age events. 

Device proliferation, bandwidth, social and 
generational demographics, IoT, streaming media, AI, 
digital communications, these all compound together 
to atomise our old models and replace them with an 
unrecognisable information enriched world.

It’s worth reflecting on an article the Economist 
published two years ago in which it was suggested 
that Data is the new oil. This article they pointed out 
the overwhelming dominance of FAANG (Facebook, 
Amazon, Apple, Netflix, Google). [ https://www.
economist.com/leaders/2017/05/06/the-worlds-
most-valuable-resource-is-no-longer-oil-but-data ]

The juxtaposition was quite deliberate in positioning 
the physical oil-under-the-fingernails of the old world 
against the new crushing and immediate dominance 
of digital. The point being, the sudden arrival of digital 
as the compelling value in Schumpeterian creative 
destruction was felt equally amongst the old guard 
and the new.

To give you a sense of impact, 2 years ago Amazon 
revenues were $177Bn and approached 49% of online 
sales. Now Amazon alone have hit $233Bn in revenue 
and are diversifying to dominate selected markets. 

To provide a sense of scale, the market capitalisation 
of these stocks in March 2019 was $3.1 trillion. 
Frighteningly this is double the market cap of the top 5 
in 2001 of which only one, Microsoft, was non-legacy. 
As much value has been created in just the last 15 
years as in the previous 50. Only 12% of companies 
on the F500 in 1955 are on the F500 today. In that 
short period, Exxon, GE, Citi, and Walmart have been 
usurped. 

These leviathans thrive partly because these digital 
platforms benefit from “network effects”. But the 
same story plays out right across the F500 as more 
frictionless information-age businesses operate as 
part of a business ecosystem. 

This is why at the current churn rate, about half of 
today’s S&P 500 firms will be replaced over the next 
10 years as “we enter a period of heightened volatility 
for leading companies across a range of industries, 
with the next ten years shaping up to be the most 
potentially turbulent in modern history” [2016 report 
by Innosight (“Corporate Longevity: Turbulence Ahead 

for Large Organizations]

The next generation of Schumpeterian change 
promises to be even more eye-watering as AI and 
ML accelerate advances in automation, innovation, 
efficiency, payments, workforce and employment, to 
name but a few. And we don’t have another 50 years 
to adapt. What we achieved in the last 50 needs now 
to be delivered upon in the next 10. 

Events are overtaking us, so it’s worth turning to 
those who know to consider what might be desirable 
to achieve a sustainable, inclusive and trustworthy 
digital world. According to the World Economic Forum 
the six shared global outcomes are:- [ https://www.
weforum.org/system-initiatives/shaping-the-future-
of-digital-economy-and-society ]

1. Access and Adoption – All people (without 
differences in geography, gender or income) can 
access and use the internet.

2. Responsible Digital Transformation – business, 
government, and civil society leaders act 
responsibly to usher in a sustainable digital 
transformation.

3. Fit for purpose, informed Governance – Global, 
regional, national policies are informed by evidence 
and well-equipped to deal with the transnational 
nature of digital connectivity. 

4. Secure and resilient people, processes and 
practice – All individuals, institutions, and 
infrastructure are resilient to vulnerabilities created 
by increasing digital connectivity. 

5. User centric, interoperable digital identities – 
People can access and use inclusive trusted digital 
identity regimes that enhance their social and 
economic well-being.

6. Trustworthy Data innovation – Individuals and 
institutions can share data in ways that create 
social and economic value while respecting the 
privacy of fellow digital citizens. 

Interestingly, 5 of the 6 fall into our domain of 
Cyber security, but this suggests an interpretation 
that assumes much stronger professionalism and 
standardisation in delivering on the promise of a 
trustworthy digital world.

The challenge we have as a community is to be able 
to cope with the sheer extent of the difference, new 
versus old, and at a blinding pace. 

If we don’t collectively professionalise and things go 

Services and Best Practices for the Future
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wrong, the impact is instant, and catastrophic, as we 
saw with the most recent NotPetya Ransomware 
event. Estimates put the cash impact of NotPetya 
across global business at $10Billion. This was largely 
as a result of a complete underestimation of how 
profoundly information underpins every aspect of 
modern business and a resulting lack of appreciation 
of what professionalism needs to represent in this 
new world. In a compelling example Maersk, the global 
shipping company responsible for one third of the 
world’s shipping, was almost destroyed in just 90 
minutes. [ https://www.wired.com/story/notpetya-
cyberattack-ukraine-russia-code-crashed-the-
world/ ]

Arguably events are overtaking the ability of governing 
mechanisms to adapt in today’s Information Age 
models. 

There’s no doubt that ISACA’s work, and the work of 
the more than 450,000 engaged business technology 
professionals they support, has never been more 
important. Without the enabling mechanisms of 
ISACA business will be unable to achieve a sustainable, 
inclusive and trustworthy digital world.

But as an organisation ISACA can only do so much. 

The Industry also needs to step up and evolve as 
Cyber security becomes more deeply integrated in 
the business and IT platforms on which such trusted 
models will depend. 

At Cognizant we believe that the future of our 
Industry will be to weave security into a more deeply 
integrated, more standardised (acknowledging the 
need for resilience) set of platforms, built on deeply 
engineered and professionally tested security. 

We’re confident at Cognizant that our, Managed 
Security Services Platform, Cyber Threat Defence, 
mirrors the professionalism inherent in ISACA’s 
membership, guidance and certification. Our more 
cohesive approach is based on acknowledged 
standards, defers to industrial strength and scale 
technology, and encourages knowledge sharing and 
threat intelligence. To evolve we will continue to look 
to the education, resource sharing, advocacy and 
professional networking that organisations such as 
ISACA can provide and encourage. 

As we usher in a new age of business with confidence 
we look forward to celebrating many more birthdays 
together in the certain knowledge that the 
professionalism ISACA has represented over the last 
50 years will continue to grow and thrive.
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Cognizant Security provides an 
end-to-end portfolio of security solutions 
that deliver the outcomes demanded by 

today’s leading organizations.

Enable secure migration of data, 
applications, workloads and 
users to hybrid and public cloud 
environments

Cloud Security

Next generation, threat 
oriented managed security 
services providing flexibility, 
scalability and adaptability for 
the evolution to digital

Infrastructure Security

Manage vulnerabilities 
across full stack legacy and 
DevOps models

Digital Identity
 
Migrate to innovative identity and 
access management controls 
and federation

Data Security

Protect your most vital data and 
ensure confidentiality, integrity and 
availability

Integrated Risk Management

Identify risk, automate tools, and 
establish policies to maintain 
compliance

Threat & Vulnerability Management 



Introduction 
Cybersecurity. Privacy. Data management and 
governance. Building effective partnerships with 
the IT organisation. Dealing with ongoing digital 
transformation and disruption. Addressing resource 
and talent challenges. 

In assessing findings from the 2019 Global IT Audit 
Benchmarking Study, conducted by ISACA and 
Protiviti, it is clear these are among the top issues 
IT audit leaders and professionals are addressing 
as they seek to understand, support and advance 
business growth and innovation in their organisations.

Specifically, from an IT audit perspective, we see IT 
security and privacy as the standout top technology 
challenge organisations face today. We see data 
management and governance emerging as a critical 
challenge, one that has become more significant 
compared to prior years of our study. We see a 
strong partnership between the IT organisation and 
IT audit function as delivering significant advantages 
in numerous areas of IT audit processes and 
practices. We see digital transformation continuing 
to impact a broad range of areas for IT auditors. And 
amid these many changes and challenges, we see IT 
audit functions continuing to grapple with resource, 
staffing and skills needs, especially as these needs 
evolve.

In this executive summary, we provide a snapshot 
and initial expert commentary on these issues, based 
on key takeaways from our global study. We also 
provide some initial high-level recommendations for 
IT audit and senior business leaders. Our executive 
summary includes a look at how IT audit groups 
we have identified as “Leaders,” based on their 
partnerships with the IT organization, stand out 
from other IT audit functions. We are confident this 
information will be an asset to IT audit leaders and 
professionals as they assess their own functions in 
the organization, identify gaps in their capabilities, 
move to focus on areas beyond check-the-box 
compliance exercises, strengthen their partnerships 

with IT as well as executives and board members, and 
ensure they are delivering value for the organisation.

Later this year, we will publish a more robust report on 
the results of this year’s global study, including a more 
detailed breakdown of our findings by organisation 
size, region and more.

Emerging Technology and 
Infrastructure Changes – 
Transformation, Innovation, Disruption
Recent global studies from Protiviti on the current 
and expected future use of artificial intelligence and 
robotic process automation show that organizations 
worldwide have substantial plans to leverage these 
technologies to drive greater revenue, profitability 
and shareholder value, along with increased 
productivity and cost efficiencies. Investment levels 
that are already significant today are likely to grow 
substantially in the coming years.

Notable findings from the 2018 ISACA Digital 
Transformation Barometer Research report 
underscore the challenges presented by emerging 
technologies and innovations. 

• Those [respondents] who have experienced 
significant challenges indicated that they 
were a solid 64% of the way along their digital 
transformation journey. Those who said they had 
experienced no challenges were only 36% of the 
way there. It’s the epitome of the expression: no 
pain, no gain.

• The Digital Transformation Barometer study 
asked which leading emerging technology stood 
the greatest chance of delivering the most 
transformative value to their organisations. The 
leaders? Big data at 28%, followed by AI/machine 
learning/cognitive tech at 25%, public cloud at 
18%, IoT at 12% and blockchain at 8%.

• AI is a unique case because of the extent to 
which testing and intent to deploy skyrocketed 
between ISACA’s 2017 and 2018 Digital 

Today’s Toughest Challenges in IT Audit: Tech, 
Talent and Transformation
A Global Look at IT Audit’s Toughest Challenges and Best Practices – Assessing the 
International Leaders in an Annual ISACA-Protiviti Survey

THOUGHT LEADERSHIP CORNER 
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Transformation Barometer surveys. In just one 
year, the proportion of AI testers grew by half; 
the proportion of organisations intending to 
deploy AI grew by 35%.

• Between 2017 and 2018, there was little change 
in the proportion of respondents who described 
their leadership as being digitally literate: 53% 
in 2017 versus 54% this year. Receptivity to 
adopting all emerging technologies is far greater 
among organisations with digitally literate leaders 
(96% for very or moderately receptive in 2018) 
compared with other executives (55% for very or 
moderately receptive).

These are just a few examples of many areas in which 
organisations are transforming their infrastructure 
and technology environments to gain competitive 
advantage and compete against “born digital” 
organizations. In the process, these organisations 
must maintain their risk management practices and 
control structures, placing a significant burden on 
IT audit functions to keep pace with changes in the 
organisation and ensure that audit plans address 
these transformations appropriately.

Resource/Staffing/Skills Challenges
As organisations and IT audit functions focus on 
addressing these technology challenges, having the 
right skills and talent is an imperative. Both from an 
IT audit and broader IT perspective, resource needs 
are changing, and organisations are challenged to 
bring in and retain the resources they need.

In its research brief, The Future of IT Audit, ISACA 
explored the demand for new technical skills among 
IT auditors and how technology changes will affect 
the profession. 

• The vast majority of auditors indicated they had 
a significant (44%) or moderate

(38%) impact on technology projects within their 
organization. There is room for improvement on 
when auditors are brought into projects, with 28% 
of respondents reporting they were not brought into 
technology projects until post-implementation.

• IT auditors note that there is a strong demand for 
technical skills today. Simultaneously, auditors 
indicate that there is an increased expectation 
of expertise across a broader subject area. 
Somewhat contrary, or perhaps as an outgrowth 
of that expectation, is the notion that the IT audit 
team should be enhanced with data scientists. 
With these skills in place, an IT audit team will be 
better able to meet the challenges of automation.

• Overall, auditors are optimistic (92%) when 
considering how technology will impact them 
professionally over the next five years. But there 
is uncertainty about the impact that automation 
and AI may have on staffing levels. Auditors are 
split on whether AI will replace all or some of the 
role of the IT auditor in the next three to five years, 
with 37% saying it is likely, and 42% saying it is 
unlikely.

• Based on the survey results, IT auditors are quite 
confident (30%) their IT audit leadership is tech 
savvy enough to keep abreast of technology 
changes affecting IT audit. They are much less 
confident of executive leadership’s ability (14%). 
Many auditors indicated that a technical skills gap 
has an impact on performing IT audits with a high 
degree of confidence.

One of the most significant challenges CAEs and 
IT audit leaders face is a shortage of talent with 
the knowledge and expertise to advance the use 
of analytics and technology-enabled auditing 
and approach it in a more sophisticated manner. 
According to the results of Protiviti’s 2019 Internal 
Audit Capabilities and Needs Survey, a majority of 
internal audit groups lack the right skills to advance 
their functions toward the next generation of internal 
auditing, employing such practices as continuous 
monitoring, agile auditing, machine learning and 
artificial intelligence, process mining, advanced 
analytics, and more.

 
Please visit the Protiviti stand for the conclusive 
executive summary and watch out for the full 
report, which will be released in September 2019. 
If you’d like to discuss any of these topics, please 
contact

Thomas Lemon, Managing Director of Protiviti’s 
Technology Consulting practice,  
Thomas.lemon@protiviti.co.uk
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by Caveris Limited.

According to analysts at Gartner[1], worldwide IT security spending grew by 12.4% in 2018 and is predicted to 
jump by 8.7% this year, up to $124 billion.

So does cyber security investment pay 
off?
Perhaps not, according to the EY Global Information 
Security Survey 2018-2019[2], where 87% of 
respondents said that they are unable to provide the 
levels of cyber security and resilience that they want.

87% of organisations said that they are unable to 
provide the levels of cyber security and resilience that 
they want.

What’s the problem?
The same survey advises that 61% of board/executive 
management teams believe they have inadequate 
information to enable them to fully evaluate cyber 
risks and preventative measures. Consequently, 
many organisations have no, or obsolete programs, 
for critical areas of cyber security.

Furthermore, research conducted by Ponemon 
Institute on behalf of Centrify[3] indicates that 
disagreement often exists between IT and business 
departments over who is responsible for protecting 
customer data through better security. Additionally, 
security teams are facing an insurmountable 
response backlog due to time expended navigating 
inefficient manual processes.

How Caveris ICAS® can help.
Caveris ICAS Security Suite gives business leaders, 
CISOs and security teams the real-time, in-depth 
information they need to maintain effective cyber and 
information security across the entire enterprise. 

The ICAS Security Framework® enables businesses to 
enforce the structure, consistency and accountability 
necessary for best practice security, whilst ICAS 
Closed Loop Governance® ensures that anomalies 
and exceptions are quickly identified and remediated.

ICAS Supplier Views® protects against supply chain 
attacks by offering a deep level understanding of how 
your subsidiaries, partners and suppliers are enforcing 
security across their business.  A u t o m a t e d 
execution and tracking of security controls unburdens 
business and technology support groups, enabling 
them to respond to security threats and breaches in 
a timely and effective manner.

Additionally, ICAS provides a comprehensive audit 
trail of security control execution, providing evidential 
proof to the business, supply-chain partners, auditors 
and regulatory authorities that security is being 
maintained.

Cyber insecurity…?

To find out more, please visit our website or contact us: 
www.caveris.co.uk

Website:  www.caveris.co.uk
Email:  info@caveris.co.uk
Tel: +44 (0)203 637 5336 

Caveris Ltd.
Merritt House
Amersham
Buckinghamshire
HP6 5BQ
United Kingdom

Sources:
1. gartner.com
2. EY Global Information Security Survey 

2018-2019
3. Ponemon Institute report commissioned by 

Centrify
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AI algorithms are becoming not only increasingly 
important for many business processes, they 
also decide or at least help to take decisions on 
fundamental issues, some of which have far-reaching 
legal implications. Combined with additional concepts 
such as data analytic processes and refining raw 
data into Smart Data, these developments raise a 
lot of legal questions, touching a number of different 
legal fields: criminal and civil liability, contract law 
and contract drafting, as well as privacy and data 
protection compliance. Let’s have a look at the three 
core legal fields playing a role in the legal evaluation 
of AI applications. 

Liability
Liability, as always, plays a fundamental role when it 
comes to use cases based on new technologies such 
as blockchain and AI. Intermediaries are increasingly 
becoming superfluous as agents for certain services, 
so that a liability instance is no longer required. The 
use of robots based on artificial intelligence also 
raises the question of who is liable for damages that 
can be caused by faulty decision-making processes. 

The answer is still relatively simple if a contract has 
been concluded between a claimant and a defendant. 
Here, liability issues can either be settled or decided 
by general contract law. Such cases have already 
been subject to legal proceedings for some time. 
For example in Germany, a woman suffered serious 
nerve damage during a surgery conducted by a so-
called Robodoc back in the late 1990s and sued 
her surgeon for compensation. Even though the 
German High Court dismissed the action, it clearly 
stated that the use of such new technologies 
requires transparency and information obligations 
and demands clear information that the method 
might involve the possibility of unknown risks. This is 
a fundamental principle that must also be taken into 
account when drafting contracts for existing new 
technologies based on AI.

A liability for robots is also conceivable in many 
jurisdictions from tort law, since a manufacturer 
may not sell products which endanger customers 
or third parties more than inherently inevitable. 
Throughout Europe, a directive has even introduced 
strict liability for products when dangerous products 
are placed on the market. But what if damage from 
a robot could not have been foreseen and the 

fault could not have been prevented even with the 
best possible monitoring? For such scenarios, the 
European Parliament has brought into discussion the 
idea of legally creating the status of an “E-Person” 
for robots and thus granting them legal personhood. 
The robot, and no longer its manufacturer, would then 
be liable for all damage itself. This electronic person 
would then have to take out liability insurance. It is no 
surprise that this proposal has been met with strong 
criticism from legal researchers, as the robot has no 
incentive to maintain “its” financial status. In addition, 
the idea was based on a misunderstanding, experts 
argue: Also in the case of AI, it is not impossible to 
understand where damage originates, and thus an 
attribution of human misconduct is possible. In any 
case, companies in this area should continue to keep 
track of this discussion. 

Smart Data and data sharing 
agreements
But robotics is only one of the fields where AI 
technologies are used. AI nowadays is also used in 
the manufacturing industry along the value chains, 
in order to evaluate the production and process 
the data into Smart Data in the area of Industry 
4.0, for example, thus gaining more information and 
improving production technologies. In many sectors, 
the participants in a value chain have a mutual 
interest in the evaluation of accumulated data, and 
provide a shared use of additional information to 
improve products or services. We have seen many 
of these examples in particular in the automotive 
and mobility sector recently. In some cases, separate 
Big Data analytic platforms are built either by one 
participant, in cooperation with several companies, or 
are provided by a third party.

Apart from general contractual challenges, the 
core negotiations in those scenarios often revolve 
around the question of how data should actually 
be legally classified, i.e. to whom it belongs and 
how intellectual property assets can be protected 
without jeopardizing the common goal of an added 
value for the parties. It should be noted, however, that 
although you will often hear discussions about “data 
ownership”, there is no ownership of data at European 
level in the sense of strict legal property. In addition, 
neither the raw data nor the processed Smart 
Data are regulated separately in the Europe-wide 
harmonized copyright law. Only the software itself as 

Smart Data, Artificial Intelligence, and Law
- Oliver Süme and Nils Töllner (Fieldfisher Germany)
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an intellectual and creative result of the use of data 
is protected by copyright or intellectual property 
law. The European copyright law also provides an 
ancillary copyright for databases. However, this only 
protects the investment in the construction and 
operation of a database, not the data itself. 

In order to protect data adequately and in 
accordance with contract law, data will often have 
to be regarded as trade secrets, which are protected 
by competition laws or other civil and trade laws in 
many jurisdictions. Also, criteria associated to the 
source and generation of data, the data format and 
data integrity, as well as the designated owner of 
certain data or storage medium can help to define 
an appropriate demarcation between shared data 
use and one’s own economic interests. Any contract 
drafting and negotiations in terms of data sharing 
agreements should take these criteria into account.

Data Protection and Privacy
Finally, the application of AI is of course subject to 
data protection laws when it comes to the processing 
of personal information. First of all, the general rules 
and requirements, e.g. of the European GDPR apply 
here as well. The relevant controller must process 
the data lawfully, fairly, and in a transparent manner, 
and must be able to demonstrate compliance with 
data protection law according to the so-called 
accountability principle under the GDPR. But with 
regard to AI, special rules and requirements can 
additionally apply when it comes to automated 
individual decision-making. Data subjects can have 
a right to be not subject to this kind of decision, 
with only a few exemptions. Consequently, AI may 
only be used under certain conditions if automated 
decisions may have a legal or similar effect. In 
addition, an automated decision must either be 
necessary for the conclusion or performance of a 
contract with the data subject, be allowed under 
Union or Member State law (provided that adequate 
safeguards are in place), or the decision must be 
taken with the express consent of the data subject. 

The second option has a quite challenging impact 
on multinational technology providers: The legal 
requirements for automated decision-making (and 
therefore the application of AI) can be different 
among the states of the European Union. In 
any case, people have a right to obtain human 
intervention, a right to express their own point of 
view, and to contest the decision. It has also to be 
noted that European regulators see any automatic 
decision-making as a risky technology for which 

a privacy and data protection impact assessment 
needs to be carried out. According to the risk-
based approach of the GDPR, the data protection 
impact assessment is an instrument which the data 
processor him/herself has to assess, and the scope 
and risks of the data processing operations must 
be very comprehensively documented, including 
the necessity and proportionality of the processing 
operations in relation to its purposes.

Lastly, let us take a look into the future: The European 
Commission has set up a High-Level Expert Group 
on AI, which has published “Ethics guidelines for 
trustworthy AI”. These might form the basis for 
further legislation in the future, taking into account 
the seven key requirements for AI applications 
which are based on three pillars (lawfulness, 
ethics, and robustness). These key elements are 
driven by a human-centered approach, emphasize 
transparency and non-discrimination, and aim to be 
in line with existing privacy regulations. Others may 
lead to an increase of legal requirements that must 
be met in the future by anyone who applies AI for 
business. 
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sectors. We are a market-leading team 
with international coverage and unique 
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data protection projects.
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Rt Hon Baroness (Pauline) Neville-Jones DCMG

is a Conservative peer in the House of Lords. She sits on the 
Lords Science and Technology Committee and spent six years 
as a member of the Engineering and Physical Sciences Research 
Council (2013-2019). She was David Cameron’s National Security 
Adviser in Opposition becoming Minister for Security and Counter 
Terrorism and a member of National Security Council 2010-2011. 
She was the PM’s Special Representative to business for cyber 
security until 2014.
 
Pauline has a background in foreign affairs and was a member of 
the Diplomatic Service from 1963 to 1991. She has since worked 
in the City; been Chairman of Qinetiq plc and the international 
Governor of the BBC.

Juliet Grout 
IT Security Architect, IBM

Juliet has worked for IBM for 20 years, after joining as a graduate. 
Juliet has worked in a number of different technical areas in client 
facing roles including windows, unix and system management, 
before specialising in security for the last 6 years. Since moving 
to security Juliet has worked in diverse sectors including finance, 
public and commercial property. Juliet’s current role is a Security 
Architect. Juliet is a passionate advocate for diversity within the 
IT sector as well as being an active flexible worker since 2008. 

Wendy Goucher 
Information Security and Risk Consultant, Goucher Consulting

Wendy Goucher has an Msc (Res) in Computer Science & is a 
specialist in the operational and behavioural aspects of cyber 
security and risk so inputs to a range of business projects 
including risk, audit and compliance preparation and security 
awareness analysis and design. Currently through ISACA she is 
also involved in the design of international guidelines for Security 
Awareness.
Wendy is a published author with books on IA audit, incident 
management and a history book.
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Rosemary M. Amato, CISA
Head of Demand Management, ING Bank

Never afraid to challenge the status quo, Rosemary M. Amato 
has spent her career first as a management accountant and then 
at a Big Four firm . Highlights of her career include 21 years with 
Deloitte including 12 years in client service in the risk advisory 
practice, focusing on security and controls within ERP apps, 
master data management, IT audit, internal audit, GRC, and 
regulatory compliance, where she was recognized as a business 
process controls expert.
 
She was program director for the Global Client Intelligence 
Program for five years, leading a virtual team based in the United 
States, Canada, United Kingdom, Netherlands, and India that was 
focused on collecting data from Deloitte’s network of member 
firms, storing the data, and delivering this information in a state-
of-the-art visualization solution that enabled slicing and dicing of 
data based on an end user’s own requirements.
 
Rosemary is a former member of the ISACA Global Board and 
recently served on the Awards working group.
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Carolyn Kimber
DPA Secretary General

Carolyn has twice been Trustee and Chairman of the 
Communications Management Association (CMA) and is 
experienced in all aspects of ICT, especially telecommunications. 
Over many years she has provided leadership and strategic 
direction for the CMA which she represented at Ministerial, 
Chairman and Chief Executive levels with respectively 
Government, the Regulator and Industry. 

For some years she has also had close engagement with the 
government’s UK Trade & Investment (UKTI) in the Department 
for Business , initially as a member of its Special Advisory 
Group and latterly as ICT Olympic Legacy Champion – tasked 
with identifying where ICT achievements at the 2012 London 
Olympics could be used to promote the UK’s ICT interests before, 
during and after the event.

She is also a member of Nominet’s Stakeholder Policy Committee, 
and a long standing member of the Parliamentary Internet & 
Communications Technology Forum (PICTFOR).

Carolyn’s career has spanned International Global Networking 
Management for a Trans-Atlantic Container shipping company, 
Independent Consultancy for a variety of major transportation 
organisations, being part of an SME start-up offering CRM 
analysis services, strategic management support working in a 
Corporate offshore call centre and external relationship activity 
for a number of UK and overseas clients. Throughout her working 
life Carolyn has been on the user side of the industry and her 
passions have been high quality and fair customer service, 
respectful staff management and value for money in all walks 
of life.
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Preeti Nair Prabhakaran 
Security Consultant

An accomplished network security professional with an 
experience of 8+ years in the IT industry.
Associated with Cognizant since 4yrs; Have worked with Wipro 
Infotech and Hewlett-Packard in the past.
Handled Network implementation, support and management of 
large enterprise and retail infrastructures.
Displayed high performance standards with astute attention to 
detail and deadlines.
Loblaw Infra Support (April ’14 – May ‘18)
Managed network infrastructure of the Canada’s largest retail 
company.
Network technologies : Routing, Switching, Wireless, Load-
Balancing, Security.
Lead the Forensics team at the client location that was setup for 
identifying and bringing the long pending, recurring, critical user 
issues to closure.
LMG Infra Services (June ‘18 – August ‘18)
Short term Network-Build assignment, to setup site-to-site VPN 
for client locations.

Charlotte Ball 
Manager, Protiviti

Charlotte is an experienced change management professional 
working within Protiviti’s Business Performance Improvement 
practice. Having launched her career in a large global banking 
group, Charlotte spent several years managing operational 
change projects and facilitating large-scale system 
implementation programmes across retail and commercial 
bank businesses. Charlotte is passionate about delivering and 
embedding sustainable change and transformation initiatives 
for her clients. She is now focused on applying agile concepts 
and innovative principles to the challenge of implementing digital 
technologies and creating sustainable improvements across a 
diverse range of industries.
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Senior Manager, Protiviti

Denise is an experienced project/programme Senior Manager 
and change management professional in Protiviti’s Business 
Performance Improvement practice. Having joined Protiviti US in 
2011, Denise spent several years managing and executing the 
design and optimisation of financial and operational processes 
capital projects and cost recovery, and programme assurance 
across various industries such as Consumer Products & Services, 
Technology, Logistics, Financial Services, Energy & Utilities, etc. 
Upon moving to the UK, Denise now helps clients to envision, plan 
for, and execute transformation change to achieve sustainable 
business goals and strategies. Her primary areas of focus 
include business process optimisation and control, performance 
improvement, programme design, delivery and assurance, target 
operating model design, and customer experience.

Marta Dunphy-Moriel 
Senior Associate, FieldFisher LLP 

Senior associate in the Privacy, Security and Information Law 
Group at Fieldfisher. British/Spanish bilingual fully qualified 
lawyer (Solicitor/ Spanish abogada) and legal translator. 
Pragmatic, business (and solution) orientated, assertive and love 
working in a team.

I have a particular interest in AI and privacy issues in the 
health (from clinical trials to site relationships) and health tech 
(especially AI in health) sectors as well as in media.

Member (co-chair) of the data protection committee of the 
Society for Computers and Law (SCL) and a member of the 
International Association of Privacy Professionals (IAPP).

I regularly contribute to professional publications (such as 
Dataguidance) on a variety of privacy and data protection topics, 
including AI, children protection, cybersecurity, etc. as well as 
write for the Fieldfisher Privacy Blog. I am also a regular speaker 
at Fieldfisher, client and SCL events.
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Priyanka Bhattacharya
Partner, Barnes Wood Consulting LLP

A Senior Security Consultant and WISA Awards 2018 Finalist at 
Global Security Assurance & Professional Advisory Services, at 
Verizon with over 14+ years of Information Security experience. 
Her security related experience includes industry regulations 
and certifications PCIDSS QSA, PCIP, 1SO 27001 LA/LI, IBITGQ 
EU CERT-GDPR evaluations, Risk assessments, Gap analysis, 
Business Continuity and Disaster Recovery planning office, 
Social Engineering Assessments. She is the EMEA lead and SME 
for Hospitality Sector Compliance. She is a passionate Champion 
for Women in STEM and volunteers for multiple foundations to 
mentor and attract Gender and Diversity inclusion in Technology 
and Cyber Security field.
 
An experienced auditor and consultant in the Information 
Security and Risk management sphere covering a wide horizon 
of industries specializing in Hotels and Hospitality sector as well 
as Financial services, Web security, Health care, Telecom and 
Marketing across UK and EMEA.
 
An active columnist in various publications and whitepapers 
and key note speaker at multiple Infosec forums and portals 
including Toastmasters UK Chapter, Women in Cyber platforms, 
Vendorcom SIGs and HOSPA. She aims to be the One-Stop 
destination for inception to completion of specialist services and 
solutions for IT governance, Risk Management, Compliance and 
Information Security.
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SUE MILTON
Senior Manager, Protiviti

A good governance specialist and an IT professional providing 
advisory services. Her work focuses on business behaviours and 
associated interactions of people, technology and organizations 
to achieve desired results whilst addressing unintended 
outcomes. Cyber-security is central to this, because of IT’s 
ubiquitous presence in every aspect of business and personal life. 
Sue encourages leaders in organisations to invest appropriately 
in cyber-security by:
• understanding the fundamentals of cyber- and data-security;
• recognising that exploitation of IT is achieved via technical and 

behavioural weaknesses;
• defining the housekeeping rules for information technology 

safety, security and usability;
• understanding the cyber- and data-related legislative changes 

such as GDPR;
• avoiding complacency of a breach by developing breach 

response processes; and
• placing 24/7 business continuity at the strategic level to cater 

for all the above.

As well as working in association with a broad range of clients 
globally, Sue also lectures and writes articles on governance and 
IT-related subjects for a range of organisations. 
Sue holds ISACA’s CGEIT, CISA and CSX Fundamentals 
qualifications.

Ammara Waseem
Executive Director, Investment Management Technology Audit, 
Goldman Sachs International

Prior to joining the firm, she worked as a technology consultant 
in IT Risk and Assurance in Ernst & Young, UK. Before that she 
worked as a software engineer in Pakistan. Ammara earned a 
MSc in Management of Information System from London School 
of Economics. She is a certified information systems auditor, 
ISO 27001 LA and ITIL v3 (exam passed). She heads the EMEA 
Women in Technology Audit (WiTA) initiative with the aim to 
recruit, retain and develop female technology auditors.
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Pat Ryan

Naval intelligence in the 60s; partner with husband in oil 
industry exploration and satellite imaging consultancy; team 
leader at Coopers & Lybrand prior to and during merger with 
Price Waterhouse; set up a charity to put computers, printers 
and educational software in every hospital in the UK which had 
children’s wards and teachers; set up Cyber Girls First to have full 
days in local venues to encourage girls aged 11-14 to consider 
careers in STEM.
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